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Abstract:  

The growing integration of Internet-of-Things (IoT)-enabled edge devices, such as Electric Vehicles (EVs) and 
Distributed Energy Resources (DERs), is reshaping the modern electric grid into a highly connected cyber-
physical-human system. These IoT-based edge devices can play a critical role in supporting grid resilience and 
critical loads including hospitals, airports, and emergency services, during extreme weather events and cyber 
disruptions. However, their connectivity also introduces new attack surfaces and operational complexities that 
must be addressed to maintain grid security and resilience. This talk focuses on enabling cyber-power grid 
resilience with IoT services by combining advanced analytics, and human-centered decision-making. Key 
topics include: a) Physics-aware machine learning techniques for anomaly and event detection and estimation 
algorithm to provide real-time situational awareness for IoT-connected DERs and EVs, b) Operator training and 
cognitive flexibility enhancement to improve human decision-making during emergency, c) Formal resilience 
metrics that incorporate a trust score for edge devices and control systems to guide operational and 
investment decisions, and d) A cyber-physical-human testbed for validating resilience strategies under realistic 
operating conditions. The presentation will highlight how metrics, anomaly detection, IoT-enabled services, 
real-time monitoring, and operational tools can collectively enhance grid resilience. 
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optimization), and the author of over 400 technical publications, 3 books, and 3 patents. 
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